Computer-Based
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earning Objectives

Describe the threats to an AlS and discuss why these
threats are growing.
Caluagill s3a 13Lal Ailia g Apudaall Cila glas alai Clangd Ciia
B yiall
Explain the basic concepts of control as applied to
business organizations.
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Describe the major elements in the control

environment of a business organization.
Aokl Jlae V) clalaia day & 40 U 4 Jl) jualinll Caias



Introduction

o This part discusses the types of threats a
company faces.
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Learning Objectives, continued

Describe control policies and procedures commonly
used In business organizations.
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Evaluate a system of internal accounting control,

identify its deficiencies, and prescribe modifications

to remedy those deficiencies.
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Conduct a cost-benefit analysis for particular threats,
exposures, risks, and controls.
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Learning Objective 1

Describe the threats to an AIS and
discuss why these threats are
growing.



Threats to Accounting Information Systems
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o What are examples of natural and political
disasters?
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fire or excessive heat
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Floods
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Earthquakes
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high winds
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War
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Threats to Accounting Information Systems

o What are examples of software errors and
equipment malfunctions?
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hardware failures
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power outages and fluctuations
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undetected data transmission errors
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Threats to Accounting Information Systems

o What are examples of unintentional acts?
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accidents caused by human carelessness
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Innocent errors of omissions
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lost or misplaced data
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logic errors

systems that do not meet company needs
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Threats to Accounting Information Systems

o What are examples of /ntentional acts?
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Sabotage
Al
computer fraud
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Embezzlement
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O .
Why are AlS Threats Increasing?

o Increasing numbers of client/server systems mean that
Information is available to an unprecedented number of
workers.
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o Because LANs and client/server systems distribute data to
many users, they are harder to control than centralized
mainframe systems.
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o WANSs are giving customers and suppliers access to each
other's systems and data, making confidentiality a concern.
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Learning Objective 2

Explain the basic concepts of
control as applied to business
organizations.
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Overview of Control Concepts

What is the traditional definition of internal control?
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Internal control is the plan of organization and the
methods a business uses to safequard assets, provide
accurate and rellable information, promote and
Improve operational efficiency, and encourage
adherence to prescribed managerial policies.
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Overview of Control Concepts

o What is management control? iyl 46,1 a L

o Management control encompasses the following three
features:
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1 Itis an integral part of management responsibilities.
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2 Itis designed to reduce errors, irregularities, and achieve
organizational goals.
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3 Itis personnel-oriented and seeks to help employees attain
company goals.
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Internal Control Classifications

o The specific control procedures used Iin the internal
control and management control systems may be
classified using the following four internal control

classifications:
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Preventive, detective, and corrective controls

General and application controls
Administrative and accounting controls

Input, processing, and output controls
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Learning Objective 2

Describe the major elements In
the control environment of a
business organization.
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The Control Environment

o The control environment consists of many factors,
Including the following:
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Commitment to integrity and ethical values
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Management’s philosophy and operating style
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Organizational structure
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The Control Environment

The audit committee of the board of directors
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Methods of assigning authority and responsibility
Human resources policies and practices
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External influences
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Learning Objective 3

Describe control policies and procedures
commonly used In business
organizations.
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Control Activities

o Generally, control procedures fall into one of five categories:
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Proper authorization of transactions and activities
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Segregation of duties
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Design and use of adequate documents and records
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Adequate safeguards of assets and records
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Independent checks on performance
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Proper Authorization of Transactions
and Activities

o Authorizationis the empowerment management gives
employees to perform activities and make decisions.
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o Digital signature or fingerprint is a means of signing a
document with a piece of data that cannot be forged.
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o Specific authorization s the granting of authorization
by management for certain activities or transactions.
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Segregation of Duties

o Good internal control demands that no single employee
be given too much responsibility.
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o An employee should not be in a position to perpetrate
and conceal fraud or unintentional errors.
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Segregation of Duties
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Segregation of Duties

o If two of these three functions are the responsibility of a
single person, problems can arise.
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o Segregation of duties prevents employees from
falsifying records in order to conceal theft of assets
entrusted to them.
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Segregation of Duties

Segregation of duties prevents an employee
from falsifying records to cover up an
Inaccurate or false transaction that was
iInappropriately authorized.
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